











firms, such as on-line firms that do not have face-to-face
meetings with clients.

Under the NASDR’s guidance, broker-dealers should
perform the following additional due diligence when
opening an account, depending on the nature of the
account, and to the extent reasonable and practicable:

e inquire about the source of the customer’s assets
and income so that the firm can determine if the
inflow and outflow of money and securities is con-
sistent with the customer’s financial status;

e gain an understanding of what the customer’s like-
ly trading patterns will be, so that any deviations
from the patterns can be detected later on, if they
occur;

® maintain records that identify the owners of
accounts and their respective citizenship;

® require customers to provide street addresses to
open an account, and not simply post office
addresses, or “mail drop” addresses;

e periodically contact businesses to verify the accu-
racy of addresses, the place of business, the tele-
phone, and other identifying information; and

o conduct credit history and criminal background
checks through available vendor databases.

The NASDR’s Notice to Members 02-21 provides sig-
nificant additional guidance with respect to the items to
be included in procedures, some of which are discussed
later in this article.

SUSPICIOUS TRANSACTION REPORTING

Section 356 of the Patriot Act requires broker-dealers to
file suspicious activity reports (SARs} with respect to sus-
picious activity as defined by the Act. Broker-dealers that
are subsidiaries of Bank Holding Companies are currently
required to file SARs. The SEC and the SROs have
encouraged broker-dealers for some time to file SARs for
suspicious activity and many firms do. The current legis-
lation makes filing SARs mandatory, not only for broker-
dealers, but also for future commission merchants, com-
modity trading advisers, and commodity pool operators.
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Proposed regulations were published in late December
and are discussed below.!! Final regulations are to be
published prior to July 1, 2002. This statute has signifi-
cant criminal and civil penalties for failure to report.

Importantly, the legislation provides a broad safe har-
bor for reporting entities to protect them from civil liabili-
ty if they report activity by a client that is suspicious. In
the past when clients found out that their activity had
been reported, they have sued financial institutions. The
courts have not always sided with the institutions.12 The
new amendments appear to protect institutions from civil
liabilities arising under contracts and enforceable legal
agreements (including arbitration clauses). This is primar-
ily designed to protect employers with arbitration provi-
sions under employment agreements. The safe harbor
also extends protection when a financial institution
reports suspicious activity in employment references or
termination notices that are provided in accordance with
rules of the SRO, the SEC, or the CFTC, such as on
Forms U-4, U-5, 8-R or similar type reports.

The Treasury Department has proposed a series of suspi-
cious activity reporting rules.!3 Proposed Rule 103.19(a)(i)
requires reports of suspicious transactions as defined in
proposed Rule 103.11(i1) if they invelve or aggregate at
least $5,000 in funds or other assets. It should be noted
that this is not a currency reporting requirement. Any
transaction involving $5,000 or more that meets the test for
suspicion must be reported. The categories of transactions
that must be reported are as follows:

e Transactions which the broker-dealer knows or
suspects involve a federal criminal violation com-
mitted or attempted against or through a broker-
dealer;

o Transactions which the broker-dealer suspects,
believes, or has reason to believe (after due dili-
gence): involve funds derived from illegal activity or
intended or conducted in order to hide or disguise
funds or assets derived from illegal activities; or is

11. 31 C.ER. Part 103.

12. See Lopez v. First Union Nat. Bank of Florida, 129 F.3d 1186
(11th Cir. 1997). Contra, Lee v. Bankers Trust Co., 166 F.3d
540 {2d Cir. 1999). The new Act does not directly resolve this
split, although it appears to broaden the safe-harbor and makes
clear that it applies in any litigation, including suit for breach of
contract or in an arbitration proceeding.

13. See n.5 infra.
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designed, whether through structuring or other
means, to evade the requirements of the Act; or
appear to serve no business or apparent lawful pur-
pose and for which the broker-dealer knows of no
reasonable explanation after examining available
facts relating to the transaction and the parties.

It should be noted that there are two different knowl-
edge tests. In the first test, reporting is for transactions
that the broker-dealer knows or suspects involve criminal
activity; in the second test, reporting is for transactions
that the broker-dealer knows, suspects, or has reason to
suspect involve criminal activity.

The report must be filed within thirty days of a suspi-
cious transaction by completing Form SAR-BD and filing
it with FinCEN. A delay of an additional thirty days is
permitted if there is not an initial detection or identifica-
tion of a suspect. In case of facts indicating that immedi-
ate attention is required, broker-dealers must telephone
law enforcement authorities and the SEC in addition to
filing an SAR-BD. Most importantly, the statutory provi-
sions prohibit disclosure to a client or third parties of the
filing of an SAR.

Supporting documentation is to be obtained and main-
tained by the broker-dealer. The proposed rules require
record retention of SARs and supporting documents for
tive years.

The proposed rules contain exemptions for (i) securities
that are lost, stolen, missing or counterfeit that are report-
ed to the Securities Information Center; and {ii) reporting
violations of the federal securities laws by an employee or
other registered representative of a broker-dealer under
existing industry procedures, other than the SEC money-
laundering rules of SEC Rule 17a-8.14

Private and Correspondent Accounts

In general, Section 312 of the Patriot Act requires finan-
cial institutions that have correspondent accounts or pri-
vate banking accounts to establish policies, procedures,
controls, and due diligence in order to detect and report
money laundering through such accounts. Private bank-
ing accounts are defined as accounts of not less than $1
million that are established on behalf of one or more indi-

14, 17 C.F.R. 240.17a-8.
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viduals. If an account is a private banking account, then

the financial institution must take steps to learn the identi-
ty of the nominal and beneficial owners of the account
and the sources of the funds. The financial institution
must conduct scrutiny to determine if there is any “senior
foreign political figure” or immediate family or close asso-
ciate who participates in the accounts. A correspondent
account is “an account established to receive deposits
from, make payments on behalf of, a foreign financial
institution or handle other financial transactions related
to such institution.” With respect to foreign bank corre-
spondent accounts, the beneficial owners of those
accounts must be identified. If the account is a pooling
account, and the owner is a bank or is another account
that pools, the ultimate beneficial owners must be deter-
mined. With respect to both private banking accounts
and correspondent accounts, records of the required infor-
mation must be maintained. Neither of these types of
accounts on their face appear to apply to broker-dealers.
Nevertheless, the proposed regulations will likely include
all broker-dealers having such activity. The Treasury
recently promulgated proposed regulations under Section
3121, It has not met that deadline. The effective date is
July 23, 2002.

©

s

Shell Banks

Section 313 of the Patriot Act prohibits securities firms
and banks from maintaining correspondent accounts for
shell banks. The Treasury Department proposed rules on
December 19, 2001, which make it clear that these regula-
tions apply to broker-dealers,!® although the rules are
proposed Section 313 is currecently effective. To achieve
this objective, a broker-dealer or other financial institu-
tion having a correspondent account for any foreign bank
must obtain significant information to verify that the
bank is not a prohibited shell bank. “Shell banks” are
defined as foreign banks having no physical presence in
the country in which they are authorized to do business
and are not subject to and regulated by licensed banking
authorities. Shell banks that are part of an international
banking group or financial institution are exempted. The
foreign bank “correspondent account” definition includes
omnibus, proprietary, prime brokerage, foreign currency,
conversion, custody, futures and derivative accounts and
any similar types of accounts. The proposed rules permit

15. 31 C.F.R. 103.175 et seq. (May 22, 2002).
16. 31 CE.R. Part 104,
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a broker-dealer to obtain a certification from a foreign
bank that it is not a shell bank within the meaning of the
Patriot Act. In each case, the certification must contain
the information specified in the rule.

The required form of certification is six pages. The cer-
tification must reveal the direct and indirect owners (cor-
porate or individual} of the foreign bank and identify an
agent in the United States who is designated to accept
legal process. The certification will also require a foreign
bank to specify whether it is a regulated bank or a shell
bank that is affiliated with a regulated bank and the name
and address of its regulator. '

These provisions present a number of problems for bro-
ker-dealers. Any correspondent; omnibus or similar
account with any foreign bank would be subject to the
provisions unless the firm has obtained the information
required by the rules. Therefore, broker-dealers will have
to obtain-certifications from all foreign banks that they
are not shell banks and to complete the certification that
is included with the proposed regulations. The certifica-
tion needs to be updated annually. Failure to obtain the
initial or annual certifications will require termination of
business relationships. The Treasury may also, under cer-
tain circumstances, give notice to terminate a relationship.

CONCENTRATION ACCOUNTS

The Secretary of Treasury has been given authority by
Section 325 of the Patriot Act to promulgate regulations
governing “concentration accounts” so that the identity of
the client whose funds are. moving through the concentra-
tion account and the specific amount of those funds can
be determined. The statute does not define the phrase,
but it appears that concentration accounts may include
omnibus and other accounts maintained by broker-dealers
and other financial institutions. For this reason, corre-
spondent omnibus agreements may reguire provisions to
identify all clients whose funds either are moving or will
move through the account at the request of the account
holder. Such agreements would be particularly difficule to
obtain and implement.

FOREIGN ASSET CONTROL REGULATIONS

Financial institutions, including broker-dealers, are also
subject to the foreign asset control provisions and may
not move funds or assets of designated groups, businesses
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or persons or with respect to certain couniries pursuant to
the orders and regulations of the Office of Foreign Asset
Control (“OFAC”). OFAC maintains on its website a list
of persons, groups, and countries to which assets may not
be moved and whose assets must be frozen by financial
institutions, including broker-dealers. For further infor-
mation on OFAC, see http://www.ustreas.gov/ofac.
Under OFAC rules,!” the President may impose sanctions
for trade and business purposes against various regimes,
entities or persons. The sanctions may be imposed against
countries {such as Cuba or Iraq), groups within such
countries {such as the Taliban or Hamas), or individuals
or entities. The details of OFAC’s regulations are beyond
this section, but financial institutions must implement
procedures to prevent violations. One of the troubling
problems for broker-dealers and other financial institu-
tions monitoring the OFAC list is that it constantly
changes and must be checked against all parties with
whom the financial institution does business, not just cus-
tomers. This can only be accomplished by sophisticated
software that constantly monitors the OFAC website for
its list of prohibited parties and countries and checks that
list against the financial institution’s customer list and the
list of other people with whom the customer transacts
business. This is a monumental project for most firms.

There are a variety of sanctions that can be imposed by
the Secretary of Treasury under this legislation. Violation
by a broker-dealer can result in a penalty of up to $1 mil-
lion and twelve years in jail. OFAC can also independent-
ly impose civil penalties of up to $275,000 per violation.

OTHER AUTHORITY OF THE
SECRETARY OF TREASURY

Section 311 of the Patriot Act also permits the Secretary
of Treasury to employ various measures against foreign
jurisdictions or a foreign financial institution depending
on the type of transaction or account, if they are deter-
mined to constitute a primary money laundering concern.
These measures may include such things as requiring Unit-
ed States financial institutions to:

e maintain records, file reports on particular types of
transactions, including the identity of the partici-
pants or beneficial owners;

17. 31 C.ER. §§500-5%.
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e record information of a beneficial owner of any
account opened and maintained by any foreign
person; :

e obtain and identify information about customers
permitted to use a foreign bank payable through
or correspondent accounts; or

e limit payable through or correspondent accounts.

Similar types of accounts held by other financial institu-
tions, including broker-dealers, commodity trading advis-
ers, futures commission merchants, may also be regulated
by the Secretary of Treasury even though these are not
bank accounts.

DUE DILIGENCE AND
COMPLIANCE REQUIREMENTS

General

Financial institutions and broker-dealers need to have
compliance programs and supervisory procedures to pre-
vent violations and to implement the recordkeeping and
reporting provisions of the Patriot Act and OFAC regu-
lations. Most broker-dealers limit or prohibit accep-
tance of cash or other forms of payment that may be
indicative of money laundering activities. Most impor-
tantly, a financial institution needs to know not only its
customers, but other parties with whom the customer
does business and their sources of funds and assets.
Funds from or controlled through countries that have a
money laundering reputation or lax laws regarding
money laundering are particularly suspect and must be
investigated. Enhanced due diligence policies should be
implemented with respect to account opening policies
and procedures. Furthermore, employees should be
trained to look for suspicious activities that might
imvolve money laundering or raise a red flag. Additional
procedures in the operations and settlement areas should
be implemented for identifying, evaluating and reporting
cash transactions, suspicious transactions, and for com-
plying with the recordkeeping provisions.

Supervisory Procedures and Programs
Each firm needs to develop the following, at a minimum:

e sct of supervisory policies, procedures and controls;
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e internal policies;
e designation of a compliance officer;
e an employee training program; and

e a method to independently test the implementation
of anti-money laundering programs.

Each of these will need to be tailored to the particular
firm, taking into consideration the nature of its business,
primarily the identity of its customers and the customers
of its correspondent and introducing firms. Broker-deal-
ers servicing foreign clients or having foreign branches or
affiliates will have to be particularly careful in establishing
these procedures and controls.

Monitoring Suspicious Activity

Broker-dealers have procedures to detect red flags in con-
nection with trading and a variety of other activities. The
monitoring of suspicious activity is much more difficult
than monitoring for complaints and other activities. New
education and procedures will be required to identify red
flags involving suspicious activity. All current accounts
will have to be reviewed for suspicious activity. Supervi-
sors and compliance personnel will need to be trained as
to what might be such activities. Employees, who are the
first line of defense, will also need to recetve such training.
Employees, particularly in the securities business, wel-
come new business with open arms and it will be contrary
to the culture of most securities representatives to ques-
tion their client’s sources of funds. Many United States
clients will resist providing this information. Foreign
clients will be particularly resistant.

Broker-dealers’ front and back offices will need to insti-
tute programs to monitor wire transfers, cash, negotiable
securities, cashier’s checks, personal checks, traveler’s
checks, money orders, third party checks, foreign bank
drafts, and transfers of funds to unrelated parties. Proce-
dures need specifically to include transactions where
money comes in and goes out for no apparent purpose. A
large number of transfers within a short period of time
should raise a red flag. Many of these potential red flags
will necessarily need to be monitored by exception reports
from computer programs. Computer programs will need
to be designed to monitor customer accounts for these
types of activities and to create exception reports. How-
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ever, the best procedure will be to educate all employees
to have a good healthy suspicion about transactions that
don’t make sense or significant amounts of money that
seem to come from unusual sources. In addition to moni-
toring supervisory procedures, broker-dealers should have
procedures to handle requests for information from law
enforcement authorities, including FinCEN.

Sharing Information Among Financial Institutions

Broker-dealers should have procedures in place to comply
with the Treasury’s interim rule that became effective
March 4, 2002 for sharing information among financial
institutions. To be able to share information about an
account or suspicious activity between financial mstitu-
tions, the broker-dealer must comply with the Treasury’s
interim rule.!® The rule requires a broker-dealer to first
file a certification with the Treasury Department (which is
included as Appendix to the Department of Treasury’s
rules} which requires, among other things, a description of
the type of financial institutions with which the informa-
tion may be shared. The certification must be updated
annually. The rules also require that there be a confiden-
tiality agreement with the financial institution receiving
the information and provisions that the information may
be used only for the purposes specified in the rule. Bro-
ker-dealers receiving the information need to have in place
security procedures to maintain the confidentiality of such
information.

Opening Account Procedures

Firms will need to establish more diligent opening account
procedures to determine from where a client receives its
money. Red flags that should be noted and investigated
as noted in the NASD Notice to Members 02-21, include
the following:

o The customer exhibits unusual concern regarding
the firm’s compliance with government reporting
requirements and the firm’s AML policies, particu-
larly with respect to his or her identity, type of
business and assets, or is reluctant or refuses to
reveal any information concerning business activi-
ties, or furnishes unusual or suspect identification
or business documents.

18. 31 C.FR. 103.90 to 110.
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The customer wishes to engage in transactions that
lack business sense or apparent investment strate-
gy, or are inconsistent with the customer’s stated
business strategy.

The information provided by the customer that
identifies a legitimate source for funds is false, mis-
leading, or substantially incorrect.

Upon request, the customer refuses to identify or
fails to indicate any legitimate source for his or her
funds and other assets.

The customer (or a person publicly associated with
the customer) has a questionable background or is
the subject of news reports indicating possible
criminal, civil, or regulatory violations.

The customer exhibits a lack of concern regarding
risks, commissions, or other transaction costs.

The customer appears to be acting as an agent for
an undisclosed principal, but declines or is reluc-
tant, without legitimate commercial reasons, to
provide information or is otherwise evasive regard-
ing that person or entity.

The customer has difficulty describing the nature
of his or her business or lacks general knowledge
of his or her industry.

The customer attempts to make frequent or large
deposits of currency, insists on dealing only in cash
equivalents, or asks for exemptions from the firm’s
policies relating to the deposit of cash and cash
equivalents.

The customer engages in transactions involving cash
or cash equivalents or other monetary instruments
that appear to be structured to avoid the $10,000
government reporting requirements, especially if the
cash or monetary instruments are in an amount just
below reporting or recording thresholds.

For no apparent reason, the customer has multiple
accounts under a single name or multiple names,
with a large number of inter-account or third-
party transfers.
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e The customer is from, or has accounts in, a coun-
try identified as a non-cooperative country or terri-
tory by the Financial Action Task Force (FATF).

e The customer’s account has unexplained or sudden
extensive wire activity, especially in accounts that
had little or no previous activity.

o The customer’s account shows numerous currency
or cashiers check transactions aggregating to sig-
nificant sums.

e The customer’s account has a large number of wire
transters to unrelated third parties inconsistent
with the customer’s legitimate business purposes.

e The customer’s account has wire transfers that
have no apparent business purpose to or from a
country identified as a money laundering risk or a
bank secrecy haven.

e The customer’s account indicates large or frequent
wire transfers, immediately withdrawn by check or
debit card without any apparent business purpose.

o The customer makes a funds deposit followed by
an immediate request that the money be wired out
or transferred to a third party, or to another firm,
witheut any apparent business purpose.

o The customer makes a funds deposit for the pur-
pose of purchasing a long-term investment fol-
lowed shortly thereafter by a request to liquidate
the position and transfer of the proceeds out of the

- account.

o The customer engages in excessive journal entries
between unrelated accounts without any apparent
business purpose.

o The customer requests that a transaction be pro-
cessed in such a manner to avoid the firm’s normal
documentation requirements.

o The customer, for no apparent reason or in con-

- junction with other “red flags,” engages in trans-
actions involving certain types of securities, such
as penny stocks, Regulation “S” (Reg S) stocks,
and bearer bonds, which although legitimate, have
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been used in connection with fraudulent schemes
and money laundering activity. (Such transactions
may warrant further due diligence to ensure the
legitimacy of the customer’s activity.)

o The customer’s account shows an-unexplained
high level of account activity with very low levels
of securities transactions.

o The customer maintains multiple accounts, or
maintains accounts in the names of family mem-
bers or corporate entities, for no apparent business
or other purpose.

e The castomer’s account has inflows of funds or
other assets well beyond the known income or

resources of the customer.!”

Notwithstanding that any of the above may reasonably
raise suspicions, the transactions may involve a legitimate,
bona fide client with no money laundering activity. Nev-
ertheless, firms will need to establish procedures to detect
any of the above activity and investigate it. As noted
above, the failure to do so could result in significant
penalties.

On-Line Firms

There is no good answer as to how on-line firms will
obtain the kinds of information described above, but they
will need to address these issues. It is possible that they
all can be addressed on-line, but it may be more difficult
to do so than in the traditional broker-dealer context.

Clearing Firms and Introducing Brokers

Clearing firms will be required to develop computer pro-
grams and exception reports for their own purposes
because they too will be required to monitor for suspi-
cious activity and institute anti-money laundering compli-
ance for introducing accounts. Consequently, it is expect-
ed that clearing firms will include within their computer
programs the tools necessary for introducing broker com-
pliance. There will likely be a bit of a struggle between
clearing firms and introducing brokers as to who is con-
tractually responsible for compliance with the anti-money
laundering laws with respect to customers of the introduc-

19. Notice to Members 02-21, at p. 10 (April 2002).
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ing broker. It is expected that the clearing firms will put
most of the responsibility on the introducing broker
because clearing agreements require the introducing bro-
ker to know the customer. However, this contractual
shifting of responsibility will not relieve the clearing firms
of their regulatory responsibilities for compliance with the
anti-money laundering rules. Since introducing brokers
are generally in the best position to know their customer
and identify potential money laundering concerns at the
account opening stage, the introducing broker will have to
have substantial procedures in place for account openings
and the responsibility will be largely that of the introduc-
ing broker by contract and by law. However, the clearing
firm will in most cases be in a better position to monitor
customer transaction activity including trading, wire
transfers with deposits and withdrawals and other types
of transactions. In that case, the clearing firm necessarily
will have the systems in most cases to monitor on-going
transactions. Since clearing firms are in the best position
to monitor transactional information, they should have
systems to create exception reports. Copies of those
reports should be provided to introducing brokers to pro-
vide them with their knowledge of the customer. SROs
and clearing firms should also provide education for the
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supervisory personnel of small introducing brokers and
either on-line or other training for associated persons.
The NASD, in its Notice to Members 02-21, provides a
significant amount of guidance. Also, the NASD has a
training program on-line which provides for training of
employees.

Small Firms

Many small firms do not have sophisticated compliance
systems. It will be necessary for these firms to understand
the money laundering concepts and objectives, to learn
how to detect money laundering, and what reports need
to be filed. The SROs need to conduct a significant
amount of education and training for supervisors in these
firms. The firms also need to educate their associated per-
sons and their back offices. The SEC is hopeful that many
of the clearing firms of introducing brokers will provide
electronic computer programs to monitor transactions of
customers of introducing brokers and to create exception
reports. As noted above, the NASDR provides a training
course for associated persons and supervisors on the
NASD website for a cost of $35.00 for each use.
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