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financial service firms, such as banks, FCMs and broker-dealersfrom shar­
ing information to deter fraud, such as manipulation, ponzi schemes, short­
selling schemes and a variety of other fraudulent conduct that can only be 
detected by exchange of information between financial firms and their 
counsel. 

European Union Data Privacy Accord 

In 1998, the EU issued a Data Privacy Directive which is now in force. 
For over the last 18 months, the U.S. and the EU have been negotiating to 
come up with a safe harbor that U.S. companies may use to comply with 
the EU directive. The EU directive prohibits transfer to non-EU countries 
of personal identifiable data regarding EU residents that do not have "ad­
equate privacy protection." In the view of the EU, the U.S. does not have 
an adequate privacy protection. Although data transmissions between resi­
dents of the EU and the U.S. have not been halted, they are not necessarily 
in accord with the privacy directive which is quite stringent. On March 
141h, the European Commission of the EU and the U.S. finalized a data 
privacy agreement to give assurances to United States companies using 
certain voluntary safe harbors that they will not violate the EU directive 
while operating with the EU. This agreement must still be approved by the 
EU members and the EU parliament but such approval is expected in June 
or July. Unfortunately, financial service firms are excluded from the safe 
harbor because of the recent Gramm-Leach-Bliley Act referred to above, 
which has not yet been implemented by government agencies. It is hoped 
that the privacy regulations under the Gramm-Leach-Bliley Act will meet 
or exceed the safe harbor requirements and be added onto the EU agree­
ment which has yet to be approved. Hopefully these concerns will be re­
solved by negotiation. 

International Problems 

The CFfC and NFA have not issued any release in this area, but the SEC 
has issued an instructive release on use of websites and other electronic 
means across national borders. The basic SEC concept is that if an offer of 
securities or investment service is offered by website or other electronic 
means, the offer will not violate the securities law of the U.S., provided 
the site makes clear the securities or service are offered only to residents 
of certain foreign states and are not offered in the U.S. or to U.S. residents. 
The SEC release discusses, in detail, security measures to avoid violation 
of the U.S. securities law. Most states acquiesce in this procedure.60 

60 See SEC Interpretation: Use of internet Websites to Offer Securities, Solicit Se­
curities Transactions or Advertise Investment Services Offshore, Release No. 33-77516, 
63 F.R. 14806 (March 27, 1998). 
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UKSFA 

The Securities and Futures Association of the UK has taken the position 
that website offers of investments or services accessible by the UK resi­
dents require compliance with the Financial Services Act. The SFA has 
recently stated that it would accept security measures limiting offers of 
service to UK persons similar to that in the SEC release noted above. Other 
European states are following the UK lead. 

Conclusion 

Securities and futures regulation was largely developed in a pre-electronic 
era, and it has taken some time for the regulators to come to terms with 
some of the changes brought about by email and the internet. The rapid 
increase in day trading activity, and the opportunities for various kinds of 
fraud, have spumed investigations and required the development of means 
to protect the public. FCMs and broker-dealers must be careful that their 
websites, and the materials posted on them, do not contain hyperlinks to 
sites that can get them in trouble. The international nature of the internet 
will require greater cooperation between various national and regional 
regulators. The environment is not stable, and we can expect more regu­
lation--even if some of it will be little more than wishful thinking-in 
the future. 


